2025/06/12 02:46 1/30 Training Handout: System Administration

& mSupply

Training Handout: System Administration

3.02. Logging in
When mSupply starts you will be presented with the login window:

O @ Log-in
Q

1. Click on your name in the list 2. Enter your password

3. Choose store if available

Ceneral H

4. Check any messages

Using data file
Disk_of_diamond:Users:gary:mSupply_data:
38Z_new:Untitled.4dd

5. Click the OK button to proceed

i (OKE

@ This is the login window for when mSupply is started for the first time.

Username

Select your username from the list.

e Only users from your facility will be displayed. If the list is long, you can type the first few
characters of your username in the Search users field to shorten the list to usernames that
begin with what you have typed, sorted alphabetically.
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e If you're just opening mSupply for the first time after installing it, select user 1(pass= userl).
e Each time it opens, mSupply will default to the user who last logged in.

Password

Enter your password. When this window opens, the focus is on the password field. This allows the user
who last logged in to be able to quickly log in again.

“ If using the user 1(pass= userl) name, type userl as the
password.

Store

Select the store you want to log in to from the drop-down list.

e Most mSupply users will only be able to access a single store. For users who have access to
more than one store, the login screen allows you to select any of the stores to which you have
access. Once you have logged in you can switch the store without logging out - see Switching
stores.

o After selecting the desired store, all transactions you process will relate to that store.

e Supervisors and other Level 1 users will have an additional menu item, Supervisor - All
stores. In this mode, all stores are accessible. You would use this mode, for example, when
placing an order for supplies that will be distributed to a number of stores or for reporting on
more than one store - see 26.07. Virtual stores.

e HIS - if you have enabled the Hospital Info System (HIS) in the user login permission settings,
and at least one licence is allocated to HIS (see HIS preferences), then you will also see Hospital
Info System in the list of stores. If you select this, the login mode automatically changes to HIS
mode.

In a synchronisation system (29.01. Introduction to Synchronisation) the user will see a list of all the
active stores they have permission to log into in this datafile.

Messages
View any messages that might be displayed.
Click OK

Finally, click OK to login. If login is successful you will be taken to the navigator screen.

] As with all windows in mSupply, pressing the Enter key at
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any point produces the same result as clicking on the
highlighted button, which, for this window, is the OK button.
] This facilitates fast keyboard control.

/. There are various options that can be set that cause a user to be taken to other
‘1 . screens or shown other information after logging in successfully. For example,
Reminders or Invoices preferences.

Journal file

If one has not already been set up and if you are using a single user copy of mSupply, after logging in
you will be asked to select the location for the journal file. A good place is to put it in the same folder
as the datafile. You will only be asked to do this once.

The journal file is a place that mSupply records every database transaction that occurs after the last
backup. It is used for repairing a damaged datafile and for investigating some types of errors.

|Previous: 3.01. The tutorial like no other | | Next: 3.03. Opening the example data file

25.15. Managing users

About users and groups

User permissions are per-store, so a user can have different permissions when logged into different
stores.

If you have many users that need to have the same permissions (because they carry out the same
role, for example), you can create a group and assign the users to the group. Once a group is set up
and permissions for the group assigned, any users that are assigned to the group will inherit the
group's permissions, rather than having to set permissions for each user individually. When you
change a group's permissions, you change the permissions for all users who belong to that group.

If you want to change a user's permissions and find out that all their permissions are
greyed out and uneditable then it means they are a member of a group. To edit their
permissions separately from the group, they must first be removed from the group:

) e Edit the user, change the Is a member of drop down list to None, click OK (see
' below for details).
e Open the user again and their permissions will be editable.

Refer to Using groups below for more details. If the user is to remain part of the group
then you must change the group's permissions (see Editing a group below) but beware,
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this will change the permissions for all users who belong to the group, not just the user
you're interested in.

If you want to disable a user, perhaps because the staff member has left the
organisation, then they must be made 'inactive"

e Edit the user, uncheck the Active checkbox, click OK.

If the Active checkbox is greyed out, it is because they are a member of a group. You
will need to first remove them from the group before you can make them 'inactive'":

e Edit the user, change the Is a member of to None
e Edit the user, uncheck the Active checkbox, click OK.

Of course, if the whole group of users needs to be made inactive then you can just
uncheck the Active checkbox for the group.

Adding and editing users and groups

mSupply has a comprehensive system of controlling user access, allowing you to manage in fine
detail what each user can do and see in the system. You can manage users individually, in groups or a
mixture of both - whichever is most suitable for your situation.

User access is managed by choosing File > Edit users from the menus, or by choosing Admin >
Edit users in the Navigator. When clicking on this option you are presented with a list of current
users:
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| B User list.. o || ==
&‘ lz' Show:; Users -
Hew User  Permission report +»
User Job title Groups Active
LLE—SER Pharmacy Assistant o -ﬁ
L L
;= mEupply mobile us o
B Deputy Chief Phan L
i Ag DHS L
D Deputy Secretary, ) L
Fuoi Temporary staff (Ka o
= Assist. Medical Pro o
Is Chief Pharmacist o
Jas=
Kpm Pharmacy Assistant L
Kt iz Temporary staff (Ta bl
Ka
(=
& temporary staff ke o
[T % mSupply mobile us o
M= Pharmacy Storeman o
Mg Pharmacy Assistant L
e Assist.Medical Proc bl
o o
Mg Pharmaast (Wards, o
om OPD Dr Ll
Dars Tarmmarsm: Chaff L il v
Double-click a user to edit details oK

The list shows you the following information:

e User The user's name.

* Job title The user's job title, as entered on the details tab of the user's details form.

e Group The group the user belongs to. Will be blank of the user does not belong to a group.
e Active Checked if the user is allowed to login to the system.

To view groups rather than users, choose Groups from the Show Drop-down list at the top-right of
the window. The list changes slightly to look like this:
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800 Group list...
.

[ = Show | Groups
C— e—

New group  Permission repon

Group AlTive
Managers

Double-click a user to edit details

Now the list shows you slightly different information:

e Group The name of the group

e Active Checked if the group is active. If the group is active then all users in the group are
allowed to login to the system. If the group is inactive (checkbox unchecked), all users in the
group are inactive and are not allowed to login to the system.

To get a list of all current user permissions, click the Permission Report button. An Excel
spreadsheet will be generated (see

sample
); it will have one worksheet for each store showing all the users and groups and what permissions
they have in that store.

Double-click a user (or group) to edit their details or delete them. Click the New User button to add a
new user (or the New group button to add a new group). Doing either will open the user details
window (described below - for a new user or group all the tabs are empty, for an existing user or
group the tabs are filled with their current settings)

User details window
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X+ Edit user...

User [Gryffindor

| General Jpermissions Permisions (2)

B & mamber of O

Password
Confrm Password
ACIVE .-\/f
Can be responsisle officer [
User initials
Lamguaps Englah
LOWP
Login using LOAP

LO&AP |.'|J n \r'r'g

Wndows Usemame
Leense category  Hone

User belongs bo  None
Stane e gna

Permessions (3] Logm nghts  Detalks

This window has several tabs, all described below.

General tab

Is a member of

x

b1 | Login as Deskiop user

m Use the Dashboard

[ Receive smail nobfications

[]  vse web suthorisation system

€ *
Cignalsts
Agdd Remove
Tags
Dewe canc

Used to select the user group the user belongs to (see below). When the window loads, it displays the
group the user currently belongs to. It will show “None” if they are not a member of any group.

Password

This text box will always appear empty when the window is loaded. It must be set for a new user. It
can be used here to change the password of an existing user.

Confirm password

If something is entered in the Password textbox, then the same text must be entered in this textbox.
This step makes sure you set the password to what you think you're setting it to!
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Active

If this checkbox is checked, then that user has permission to use the system, and their name will
appear in the login window. If this checkbox is unchecked the user will not be allowed to login to the
system and their name will not appear in the login window.

Can be responsible officer

If this checkbox is checked, the name of that user will appear for selection in the Responsible Officer
selector on the Transport Details tab of a Customer invoice.

User initials

User initials should be entered in this field.

Language

Allows you to select which language the user wants to use in mSupply. As of August 2020, supported
languages are:

English

French

e Lao

Spanish

Khmer

Portuguese (partially complete)

LDAP section

This section can be used to check a user's login credentials against an LDAP (Lightweight Directory
Access Protocol) server. If you are going to use LDAP you must fill in the server details in the General
Preferences, LDAP tab first.

e Login using LDAP: Check this if you want this user's login details to be checked against your
LDAP server. Means that you can have some users logging in normally and some being checked
against your LDAP server. Helpful if there's a delay in users being given LDAP credentials for
any reason.

e LDAP login string: Enter any string which has to be used with the LDAP login. Will be provided
by the LDAP administrator if required.

Windows username

The username the user logs into window systems with. Used to provide single-sign-on capability when
the user is logging in remotely to an mSupply client running on a Windows server.
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License category

Used to select which user license category the user belongs to. This will contain a list of all user
categories currently set up in the datafile. See License management for details.

User belongs to State/Region

Used to select the name category 1 that the user belongs to. Only used in some customised versions
of mSupply.

Signature
Use to add or remove an image of a user's scanned signature for displaying on invoices for example
Tags

Use to apply 'tags' to a user. These tags can then be used to control access to various features for
users according to the tag.

User Can:

Used to give the following controls to users:

e Login as Desktop user

e Use the Dashboard - this is necessary if you want the user to be able to see dashboards

e Receive email notifications - this is necessary to enable reports to be emailed on a schedule to
a user or group of users. Multiple reports for a User will appear on different tabs of an excel
workbook. This needs to be configured by Sustainable Solutions, so get in touch if you're
interested and we'll set this up for you.

e Use system - if checked the user can login to the remote authorisation web app as an
authoriser. See the 26.15. Remote authorisation page for details.

~ When a user is added to a group, the User can settings are set to those of the group i.e.
@ they are inherited from the group. However, the User can section is still editable for an
individual user - the settings are not controlled by the group after the user has been
added to it.

Permissions tabs

These are where you can set access to the many features and functions on a store-by-store basis for
each user or group. There are three Permissions tabs and each are shown in the screenshots below:
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Lser mSupphy Suppart

Edit user

Store:  Ceneral Warehouse

General [TRIAIIRd Permissions (2) Permissions (31 Wotifications  Login rights  Details Dashboard

Drdering
ﬂ View purchase arders
3 Delete purchase orders
B Edit purchase orders
3 Edt purchase order pricing

Manage enders
@ Finalise purchase orders

@ Aunhorise purchase orders
Items

Create new items.

View ilems

B Edet imems

B Duwlete items

B Duplicate items

B Create repacks or split stock

Edit repacks

View pricing inlarmation for items

B Ecvt mem wnits list

Merge bao ibems._.

Add | edit departmants

B Add | edit master list

B Consalidate stock

WView stock

& Eoit stock

Supplier invoites with imsued stock
Update pack size, cost and sell price

Al an Copy

(]
(]
]
]
/]

]

Create purchase orders
Confirm purchase orders
Create & edi backorders
Create néw Qumes

B Edin & delere quotes
Duaplicate purchase orders
Print purchase orders

Vit imventory adjusiments
Enter inventory adjustments
Edit Invembory adjustments

View cost prices of stock
Edit #em names, codes and wnits

‘View DDD information far items

Manage item access

Manage locations

Make imem insctive

Edit item default price

Muodify sell and cost prices of existing stock

Create and edit custom stock field value bists
Madify danor om stock and transaction lines
Manage drug interaction groups

Tenders...

@ Create & edit tenders

Adman
9 Add | edin users
8 Access server administration
Edit autharisers
Clone database
Edit periods and period schedules
Mddfedit sync sites
Edit insurance providers
Coods receining
Wiew goads received
B Add/edic goods received
Autharise geods received
Finalise goods recefved

Disallew adding an unordered item 1o a
Goods Recerved note

Specal
Add | edit currencies
Add | edit reminders
B View and print labels
B Add | edit mise labels
Add | edit abbreviations
Add | edit warnings:
Add | edit prescribars
Add | wdit transaction categonies
B Add | edit contacts
Merge presoribers

Add and edit options

Add [ edit vaccinatoes

Dedete Cancel

User |Admin

General Permissions Permissions (2)

Hames

Create customer, supglier & manulstures

Permissions (3)

Wikw Customer, supplier & manufacturer names

Eifit ¢ustomer, supplier & manufaciurer names

Delete rames

B Edit name codes

Edit name charge code

B Mergs names

B Edit name categaries
Create & edit patient events
& Add pazients

Edit patient details

Wiew patients

Add and edit insurance policies
Add | edit name groups
Update master cods

Wb interface
Edit web passwords
B Edin and creats web messages

Repots

0 Wanage reposis

B Revert rports ta original
View reports

All on Copy

Edit user

IFrvaices

Create CUSLOMER INVoiCEs

B View customer invoices

B Edit customer invoices

& Create supplier invoices

View supglier imwaices

B Edit supplier imvaices

g Edit commeents an finalised imeoices

Import supgplier invaices

G Duplicate supplier & customer invaioes

& Finalise multiple invoices

G Fimalise customer involces
Fimalise supplier imvices

3 Finalise repacks

@ Fimalise inventory adjestments
Cancel fimalised imvoices

& Change transportation dates on finalised

invoice
5 Edin user fields on fimalised irvoices

[ ‘Customer stockrakes: shev internal
anakysis columns by default

[ Change irvvolce category on finalised

invoice
Return stock from Dustomer mvoices

& Return stock from swpplier invoices

Overarite total amownt in prescriptions

Open mSupply permissions  Motifications  Login rights

Store:  Lagos distribution centre

Mvoices

B0 AuROrise CUSTOMET INVORES
fusthorise supplier invoices
Create cash ransactions

B Pack boxes

Create supplier credits

Builds and bill of matenals
B View cost prices on builds

3 Firalise builds

View bill of materials
9 Edst bill of marerials
Build iterns

& Eda build items

Cash tramsactions

& Make cash payments

& Receive cash

Edit payment note field
Transfers

Transfer goods between stores
Finalise stock transtess

Printing

Prinit duplicate packing slips
[ Print duplicate customer invoices

Delate Cancel
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User [Sussol

Edit user

General  Permissdions  Permissians (2) m Matifications

Dacument managemsent

Tenders
Upload tender document
Downdoad tender document
Delete tender dooument

Cuates
Uplaad quote doument
B Downdoad quote document
ﬂ Delete quate dacument
[ ] Modify quotes entered by the supplier

{via the wehiite]

ftemns Limes (Batches of Stock)
Uplaad batch dotument
Downiload batch document

Wirbual Saores

Create new stores

Edit store details

Edit visibility in stones

Edir store credentials

Reminiders

Edit and delete reminders assigned
o me

Admn

Send email

& Purge old records

View log

Set start of year stock

Wiew edit preferences

Export & impart

Store ;  GHSC-PSM Haiti Warehouse

Lagin rights  Dewils Dashboard

Custamer budgets
Add/impart customer budgets

Edit/delete customer budgets

Registration
Added® registrations
Change registration stahas

Beguisitions

Wiew requisitions
Create and edit requisaions

Adminester Analised report type
requisitions

m Crate Customer imvoices from
requisithans

¥l Delete bacch document
g Backup data fle

Supaplier Hub

Stocktakes Waptinges
. Wiew and edit supplier hub details
Create stockiake View temperature breach configuration
Delete stockiake virw and edit vacine vial monitor AS5els
Add s1eckrake lines slatus View assets
B View sensor details
Wiew stockrake lnes 8w Add fedit assets

Edit stocktake lines Ediit sensor location

@ Delete stocktake nes

B Edit stocktake dates

Setup assets

Replenishments Change asset status

Can be a worker
{3 Can awthorise replenishments
{ Can finalsse replenishments

All on Copy Diedete Cancel

Buttons on the Permissions tabs

e The Store drop down list: Selects the store for which permissions are being displayed and set on
the current tab. Select the store you want to see or set permissions for in this drop down list.

You can type in the drop down list. If you do this, when you click on the down arrow
to open it, you will only be shown stores in the list which start with what you typed.
I Or, if you prefix it with the mSupply wildcard character, “@", you only see stores
© which contain what you typed. Very helpful if you have many, many stores and
want to find a specific one or group of stores.

e The All on button: Checks all the permissions on the current tab i.e. turns them all on. There
are exceptions to this for safety reasons; the Update pack size, cost and sell price, Add/edit
users and Access server administration permissions on the Permissions tab are not turned on
with the All on button.

* The Copy button: Copies the state of all the checkboxes on the tab for this store to an internal
clipboard for that tab. From version 5.03 onwards, the button opens this window:
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23:22
» » Copy permissions
Permission Labs
Permissions omSupply permissions
Permissicns (Z)
Permassicns (3]
Seores Sedected

Drug Registration
Gryfimdar District Suare
Hiagwarts Dis pensiny
HuMlepul Health Centre
Shytherin Health Centre
Supervisor- Al stores

o) (OKIND

o In the Permission tabs section, select which tabs you want to copy the permissions from
by checking their checkboxes.

o In the table, select the stores you want to copy the permissions of the current store to by
checking them in the Selected column.

o Click the OK button to copy the selected permissions tabs of the current store to the
selected stores. Click the Cancel button to close the window without doing anything.

e The Paste button: Only exists for versions before 5.03. Pastes the checkbox settings saved to
the clipboard for the current tab to the same tab for another store. In this way, the Copy and
Paste buttons are a great way of copying permission settings for tabs between stores - really
handy when users have similar permissions in different stores.

Most of the permissions are self explanatory. Those that need more explanation are given below:

Permission Details
Permissions Tab

If not checked the user is not able to view the current stock list (see the
4.15. Show items with stock page), view the Stock tab of an item's details
window (see the 4.01.05. Items - Stock tab page), not able to view
stocktakes (see the 4.17. Stocktakes page) or view any reports in the Stock
View stock and items section on the Reports tab of the Navigator (see the 13.02. Stock
and items reports page). If this permission is checked then they can do all
these things unless they are prevented by not having other permissions e.g.
if a user has this permission but they do not have the View stocktakes
permission then they will still not be able to access Stocktakes.
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Permission

Details

Update pack size, cost
and sell price

If checked the user is able to edit the pack size, cost and sell price of
supplier invoice lines that have already had stock issued from them,
provided that the SI has not been finalised. See the 7.01. Supplier invoices
page for details.

Add/edit users

To prevent you being locked out of your datafile permanently, mSupply will
not allow you to turn off this preference for the first 2 users which already
exist when you open mSupply for the first time. You should always treat
these users as admin users.

Access server
administration

If this is checked the user will be able to access the server administration
windows, as described on the 25.13. mSupply server administration page.
Only assign this permission to users who really know what they are doing!

Add/edit sync sites

If checked the user is able to edit site settings in a synchronisation system
(see the 29.02. Synchronisation Sites page for details). This includes being
able to use the sync site wizard (29.03. Sync Site Wizard (Superseded)).

Disallow adding an
unordered item to a
Goods Received note

If checked the user is not able to add items to a goods received note that
are not included on a purchase order (see the 7.02. Goods receipts page for
details)

Permissions (2) Tab

Add patients

If checked, the user can add new patients into the system

Edit patient details

If checked, the user can edit the details of patients already entered into the
system. Of course, this means they can also view the details of patients in
the system

View patients

If checked, the user can view patients' details in the system. If not checked
then the user will not be able to see any patient details.

Change transportation
dates on finalised
invoice

If checked, the user can edit the Order written date, Order received
date, Expected arrival date, Actual arrival date and Ship date fields
on the Transport details tab of finalised customer invoices

Edit user fields on
finalised invoices

The user fields are the 4 custom transaction fields that can be enabled in the
preferences - see Invoices Preferences for details. If this is enabled the user
can edit the contents of these fields on transactions that have already been
finalised

Change invoice
category on finalised
invoice

If checked the user can edit the transaction category of invoices (customer,
supplier and inventory adjustments)

Transfer goods
between stores

If checked the user can create a customer invoice with a store as the
customer (i.e create a stock transfer)

Finalise stock transfers

If checked the user can finalise a customer invoice where the customer is
another store (i.e. a stock transfer)

Return stock from
supplier invoices

If checked a Return selected lines button will appear for the user on finalised
supplier invoices, allowing them to return the goods on the invoice. See the
9.01. Returning goods section for details

Return stock from
customer invoices

If checked a Return selected lines button will appear for the user on finalised
customer invoices, allowing them to return the goods on the invoice. See the
9.02. Receiving goods back from a customer section for details

Pack boxes

If checked the user is allowed to manage boxes and assign stock to boxes on
a customer invoice, even if the user does not have the Edit customer
invoices permission. See the 8.06. Box management page for details

Permissions (3) Tab

Edit stocktake dates

If checked the user can edit the Stock take date field at the top of a
stocktake and the confirmed date of inventory adjustments created from the
stocktake (see Creating a new stocktake) for details
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Permission

Details

Edit store details

If checked the user can edit the store details and preferences, including
using the bulk store preferences editor.

Edit visibility in stores

If checked the user can edit the visibility of names and items in different
stores. If it is unchecked they can't - either in the Store tab of a name or
item's details window or the Visibility tab of a store's details window (in fact,
the Visibility tab won't even be visible for them)

Add/import customer
budgets

If this is checked the user can import or add budgets for a customer, if
unchecked they cannot

View temperature
breach configurations

If checked, the user can view temperature breach configurations in the
vaccine/cold chain module. See the 20.01. Vaccine Vial Monitoring (VVM)
page for details. Temperature breach configurations can only be edited in
the Cold chain app or in mSupply mobile.

View and edit vaccine
vial monitor status

If checked, the user can view and edit the statuses that vaccine vial
monitors have. See the 20.01. Vaccine Vial Monitoring (VVM) page for
details.

View sensor details

If checked the user can view temperature sensor details. See the 20.03. Cold
Chain App Notifications page for details.

Edit sensor location

If checked the user can edit the warehouse location attached to a sensor.
See the 20.03. Cold Chain App Notifications page for details.

Edit/delete customer
budgets

If this is checked the user can edit or delete budgets for a customer, if
unchecked they cannot

Create customer
invoices from

If this is checked the user can create customer invoice from the Create
customer invoice button on requisitions. You can use this in conjunction with
the Create customer invoices permission on the Permissions (2) tab to

requisitions force all distribution to be carried out from requisitions.
. If this is checked, the user is allowed to search the assets in the system and
View assets . :
see their details
Add/edit assets If this is checked, the user can also change the details of assets

Setup assets

If this is checked a user can manage the setup of assets e.g. add or edit
asset statuses, conditions, properties etc. (see the assets setup page for
details of the various setup options)

Change asset status

If checked, the user can make an asset's proposed status its current status.

Notifications tab

On this tab, you determine what notifications (alerts) a user will see, and when they will see them:
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Edit user
User Admin Srore:  Lagos distribution centre [=]
General Permissions Permissions (2) Permissions (3) Open m3upply permissions Login rights Details Dashboard
Alert typee Is enabled

Expiring items

Cnerstocked mems

Understocked fems

Pending supplier invoiies - STatus “nw”
Pending customer reguisitions - status “sg”
Pending customer invoices - s1atus “rw” or "sg”
Panding customer credits = status “me” or “5g”
Ohwverdue purchase arders

Owverdue stockiake

cJefefofefefefefe

PO U Sk
Show motification window on login

Show coldchain breach slens

oes  concer (D

To enable a particular alert type for a user simply check the checkbox in the Is enabled column. Any
alert type that has its Is enabled checkbox unchecked will not be displayed for a user.

Show notifications window on login: If this is checked, as soon as a user logs in, the notifications
window (displaying all the notifications they have selected in the table above), will be displayed for
them. If this is unchecked, the notifications window will only be shown when the user clicks on the
notifications icon on the Navigator:

mSupply navigator

5 o A
:| » e PEFON
- '
m Reports Special Admin
- -
- & I
- - —
- T —
Transaction
Customers Categories

= A P s

Please note that the notifications displayed realte only to the store that the user is logged in to.

Show cold chain breach alerts: If this is checked the user will see temperature breach alerts (in
the store in the Store drop down list above the table - this is a per store permission) passed to
mSupply by the cold chain app (see https://docs.msupply.foundation/coldchain/introduction/ for
details). If this is not checked then a user will not see temperature breach alerts that occur in this
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store. Please note that a user must have login rights to a store to be able to see breach alerts,
whether this permission is turned on or not.

Open mSupply permissions tab

Edit user

User mSupdly Suppart Seore:  Central Contraceptives Warehouse B
General Permissions Permissions (2) Permissions (3) Open mSupply permissions  Motifications  Login rights  Details Dashboard

alernal Orded Pro gl peimasdios

Can confirm Internal Order as Sent Togghe view Toggh adit

Program View Edit
AR ALCRss

) Cold chain AP access

Admin

B Can modify central data

All an Copy Delete Canced oK

This tab contains permissions that only affect Open mSupply users. Currently Open mSupply must
connect to an existing mSupply server, which takes care of the authentication and synchronisation.
Soon, when we've re-written the central synchronisation server in Open mSupply, there will be no
need for this tab. Until then, permissions that only apply to users of Open mSupply will appear on this
tab.

This tab is included in the permissions copying functionality of the Copy button at the bottom of the
window (see the Buttons on the permissions tabs section for details).

Permission Details
Can confirm internal If checked then the user can Finalise an internal order in mSupply terms or
order as sent Send it in Open mSupply terminology.

If checked then the username and password of this user can be used to
access the cold chain REST API built into Open mSupply.

Can modify central If checked then the user can edit settings that are counted as central data in
data Open mSupply e.g. demographics indicators.

Cold chain APl access
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Permission

Details

Program permissions

This section is used to define which programs this user is allowed to view or
edit data for. The table will contain a list of all the Open mSupply programs
that have been setup in the datafile and there will be checkboxes for each in
the View and Edit columns.

Click on the appropriate checkboxes to check them and give the user the
appropriate permissions.

The Toggle view and Toggle edit buttons check or uncheck all the
checkboxes in the View and Edit columns respectively.

If the list of programs is long you can type something in the Search
programs box to make the list display programs that contain what you typed
only.

Login rights tab

On this tab you set which stores the user can login to:

Edit user

User mSupply Support

General Permissions Permissions (2) Permissions (3} Open mSupply permissions  Motifications.  Login rights Details  Dashboard

Kame

Hospinal Ialo System
Registration
Supervizar- All siores
Test stome

Complex search Toggle all in selection
Is disabled Default store Can login
/]

Sync wser across all login stones

ooee  cucol (D
4

If there are too many stores in the list, you can restrict the display by typing in the Search stores text
box: only stores with names starting with what you type will be displayed.

If you need a more complex type of search then click on the Complex search button and this filter
window will open (you will recognise it as very similar to the customer or supplier search window):
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Show stores. ..

Mormal Fuzzry

Name filter
Mame B contains al

and B Categoryl B is

[»

and B Customer group is  Don't Care 2]

Search...

Q Al narmes Manufacturers
Donors
Customers

Suppliers

Exchude hidden names

Complex Find Cancel _

Make your filter selections as required, click on the Find button and only the stores which match the
filters you have set will be displayed in the table.

The Toggle all in selection button turns on (checks) all the Can login checkboxes for all the stores
shown in the list. Clicking it again will turn them off.

The Is disabled column indicates whether a store is disabled or not and can't be edited.

You can check one box in the Default store column - this will be the store the user is offered by
default every time they login or switch stores.

In the Can login column you can check the box for each store the user is allowed to login to. All the
stores in your mSupply datafile are displayed here in alphabetical order. Please note:

* The “Drug Registration” store is a special store used for the mSupply medicine registration
functionality. See Registration for more details. Checking this box will allow the user to login to
the Registration module.

e The “Hospital Info System” is another special store used for mSupply's built-in Hospital
Information system. See here for more details. Checking this box will allow the user to login to
the HIS module.

e “Supervisor - All stores” stores is a special mode to allow users to view information in and run
reports over multiple stores. See here for more information.

Sync user across all login stores: This checkbox is only displayed if the currently logged in user is
designated as a “special user” and they are logged into the primary server in a synchronisation
system (the server where the system data iis edited). If this is checkbox is checked, when the OK
button is clicked the user's details are synchronised with all the stores they are allowed ot login to. In
this way, an administrator in a synchronisation system is able to edit user permissions and settings
and have them automatically synchronised to all relevant sites.

Details tab
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User |Kekeia

| G:n:rul[F:Misauns] Permissians (2] | Permissions E-J] Leg-on modes| Details

Full name

First name | Last name |
Diates

Date created [10,11/2008

Contact details

Address 1 | Phone 1
Address 2 | Phone 2

Supplier invgices with issued stock

|| can update pack size, cost and sell price

Dake |eft ﬁaﬂﬂ.ﬂ:ﬂ

Date of barth  |00,00,00

E-mail |

Job title |

Here some personal details including job title, address and email address of the user can be recorded.
The job title will appear in the Job title column in the list of users and the email address is used when

using email functionality or other special functions in mSupply.

Other than that, these fields are for reference only, providing a handy place to record information

about your system users.

Dashboard tab
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Edit user...

Uger uwier 1 (pass= userl)

General PeErmissions Fermissions (2) Permissions (3] Lagim rights Details .P_'-"- i .

Available Chosen

“CaC

Delete Cancel

On this tab you set which dashboard tabs will appear on the dashboard when the user logs into it. Of
course, you have to set up the dashboard tabs before you can assign them to a user's dashboard. See
Dashboard for instructions on doing that.

Once the dashboard tabs have been setup, they will appear in the Available column of this tab. You
can see the “Test_tab” in the screenshot above. Anything in the Chosen column will be displayed on
the user's dashboard. So, to make a dashboard tab appear on the user's dashboard, select it in the
Available column and click on the >> icon to move the tab into the Chosen column. And to remove a
dashboard tab from the user's dashboard, simply select it in the Chosen column and click on the <<
icon to move it back into the Available column.

Create a new user

To create a new user do this:

Go to File > Edit users... and click on the New user button

Enter the user name

Assign a password

Enter the password again in the Confirm password text box

Go to the permissions tabs and set up permissions (3 tabs) OR select which group the user is to
belong to using the Is a member of drop down list on the General tab (you must do one of these
because you'll have noticed that when you create a new user they have absolutely no
permissions at all!)

6. Go to the Login rights tab and set the stores the user can login to.

vk wh =
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7. Click OK when you're done.
8. The user should now be able to log in.
9. After the user logs in, they may want to change their password.

Delete a user or group

To delete a user do this:

1. Go to File > Edit users...
2. Double-click the name of the user or group you want to delete in the list
3. Click on the Delete button on the bottom of the edit user window that opens

Note that you won't be able to delete a group that has users belonging to it. If you really want to
delete the group, remove all users from the group first by editing their Is a member of fields.

Managing and using groups

mSupply allows for a high granularity of user permission configuration. There are literally hundreds of
user permissions possible for each store in an mSupply system. User groups assist with management
of these user permissions.

e Users can be configured to:
o Log in to particular stores
o Have a range of general user permissions such as access to the dashboard
¢ Users can also be configured to have permission to view or edit data while logged in to
particular stores.
e |f users are a member of a group, then permission to view or edit data while logged in to
particular stores is governed by the group membership.

A user can have permission to view or edit data while logged
in to a particular store, either directly or through
/1. membership of a group. If you want the user to exercise
&% these permissions then they will also need to have
LA

[ I
-

permission to log in to the store

Adding a group

Show the list of groups by opening the “Edit user” window and then choosing “Groups” from the
“Show” Drop-down menu
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[ NaNa Group list...

'IF" |=" | Ehow | Groups

e

New group  Permission report

Groiip Artive
Managers

Double-click a user to edit details

To add a group, click the Add Group button. You will be shown a window where you add the group
name. You then set permissions for the group in the same way as you set permissions for a user
(above):
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Add new groups...

( GCroup name Managers

)

Is a member of
Password

Confirm Password
Aitive
Can be responsibbe officer
User Initials
Language

LDAP
Login using LDAF

LDAP login string

Editing a group

f l Permissions

English H

Permissiong (2]

Permissiong (3)

Signature

Log-an mades

Cancel

You will only be able to set checkboxes which can have
different settings in different stores. Anything that is not a
checkbox and or any checkbox that applies across all stores
cannot be set in a group's permissions (another way of
saying this is that they cannot be controlled by a group).
These items will all be disabled when creating or editing a
group and are editable in the individual users' permissions

only.

First, show the list of groups by opening the “Edit user” window and then choosing “Groups” from the
“Show” Drop-down menu:
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800 Group list...

= ’E‘I

New group  Permission report

Bhow | Groups

Group AlTive
Managers

Double-click a user to edit details

Then double click on a group in the list. The same window as for adding a group opens but it is
populated with the group's current settings. Change these settings as described for a new group
above and click on the OK button to save them.

Active users and groups

All permissions and most checkbox settings in a user settings are controlled by the group. One
exception is login rights to different stores (managed for each user individually). Another exception is
whether a user is active or not (active means that they are allowed to login to mSupply). By default,
the active status of a group does not set the active status of all users in the group to match. However,
you can make all users in a group inactive by editing the group and clicking on the Update status
for all members button:
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Edit group
Group name  Adminasirators

Permissions Permissions (2} Permissions (3)  Open mSupply permissions  Notifications
% 3 mam ber of User cam

Pasaword ﬂ Login as Desktop uder
Use the Dashboard

Confirm Fassword
Receive emad nolifications

Artive [ Update status for all members J Use web authorisation system
Can be respansible officer
User Inigials
- Signature
Language Erglish =]

LInAF
Login wsing LDAP

LDWP |ogin string

License category hlone

LUser belangs 16 S1atef Mops
Region

When you click on the Active checkbox for a group it does nothing except changee the state of the
checkbox. However, when you click on the Update status for all members button, all members of
the group have their Active status set to that of the checkbox in this group.

Using groups

Groups are a quick way of setting and managing permissions for many people at a time. Users
belonging to a group take the permissions of that group: when a user is a member of a group you
cannot edit their permissions directly, you must edit the group's permissions. And if you edit the
group's permissions, you edit the permissions for every user in the group. To assign a user to a group,
do the following:

1. Go to File > Edit users

2. Double click on the user you want to edit

3. On the general tab of the window which opens, use the Is a member of drop down list to select
the group the user is to belong to:
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Edit user...

User Juserl

1. ! Permissions Permissions (2] Permissions (3] LOg-0n modes Decails |

Is a member of | None

Passward

Confirm Passward

Signature
Active ]
Can be responsible officer
User Initials
Language | English
LOWP

Login using LDwP

LDAF login string

Add Remove
Delete Cancel | 0K

4. Click on the OK button to save you changes.

User license categories

A menu item on the Special menu of the navigator gives access to a form to view and edit user
license categories, including the number of users belonging to them that can be logged in at any one
time. A DDL on the user input form allows a user to be assigned to a category and a new permission
covers the ability to edit these license categories and membership of them. Finally, a check on the OK
button of the login form will check that there are less than the maximum users belonging to the
license category the user belongs to already logged in.

|Previous: 25.14. mSupply deployment | | Next: 25.16. Show connected users

25.19. The system log

The log contains records of who did what and when in the system. It's a useful place to look to find
out what happened to certain records and when certain things were done. Some events (lots!) are
always logged by mSupply but some are optional and are chosen in the Log tab of the General
preferences page.

To view the log, choose View log... from the Special menu. You will be shown all today's log entries
when the window loads:
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The columns contain this information:

e Date: the date when the log entry was made.

e Time: the time the log entry was made.

¢ User: the name of the user who did the operation giving rise to the log entry.

e Type: the type of log entry. Can be used for filtering or just telling you which part of the system
generated the log entry.

Event: a description of the event that occurred.

Source table: the name of the table that contains the affected record (if there is one).
Record ID: if there was one, the ID of the record in the database that was affected by the
event.

Extra information: detailed information about what happened in the event in JSON format.
Not always provided.

Store name: the name of the store that the event occurred in.

Buttons in the window:

e Export Export the log to a tab delimited text file. You can then import this into other
applications (such as a spreadsheet application) for editing and printing.

Print Prints the displayed list of log entries on your printer.

Order by Sort the log by something than the default date/time order.

Find Search for particular records in the log.

¢ OK Close the window.

Double-clicking a log entry in the list will bring up a read-only window showing the full log details:
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L ] L ] Show log...

Date: | 2400072023 View data
Time: 092217
User: mSupply Sspport
Log I0; ETARF4ARITRGACOI 4 105E0E
Eecord I0:  JEFADCOBED 1 G4 FE5ASE I03FTI
Copy ID 1z Clipksoard
Event type: login
Evesl: store: Min wirehouse,

Cunrent users. Simgle
User

Date: The date the log entry was created

Time: The time the log entry was created

User: The name of the user whoi did the action that resulted in the log entry

Log ID: The ID of thelog entry in the database

Record ID: The ID of the record the log entry relates to e.g. the transaction that was edited
Copy ID to Clipboard button: On click, copies the Record ID value to the Clipboard so you
can poaste it somewhere else

Event type: The type of the event that occurred. Used for filtering

Event: Description of the event that occurred

e View Data button: On click, if the log entry has additional JSON information, it is displayed in
the large panel below the button.

Dates

If you want to see log records that were generated over a different period then manually edit the
dates in the From and To boxes as required or choose one of the many quick-select options in the
drop down list to automatically set them (Today is selected by default):
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Event types

(Tody |

Yesterday

This week

last week

This menth

Previous menth

Two Months ago

This quarter

Previous quarter

This year

This month last year
Previous month last year
This quarter last year
Previous quarter last year
This half year

Previous half year

Last year

2015

2014

2013

Additionally, you can choose to show only certain types of event which occurred in the period you
have selected. To do that, select one of the entries in the final drop down list on the right hand side

(All is selected by default):

Custom query

Admin

Backup completed

Build created

Invoice created

Customer invoice created
Customer invoice line created
Customer invoice line deleted

Invoice created from goods received note

Customer invoice import
Customer stock history

Drug registration

Drug registration files

Goods received line edited
Inventory adjustments

Mames created

Mames merged

Purchase order created

Quote created

Quote preferred status turnmed off
EMS error

Stock take line created

Stock take line created manually
Supplier invoice line created
Version

Logins

If you are looking for log records that are not in the list of common event types described above, you
will need to create a custom query. For example, to find a report of all the finalized POs this year:
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23:22
1. Set the date / time period
2. Click on Find
3. Click on the small right arrow to the right of the first field box
4. Select the data type that you are looking for. In this case, we are looking for the event type
5. Type in the particular event type that we are looking for. In this case, we are looking for the
finalized po
6. Click on Query
7. Once you are happy with the included results, click on Print (or Export to produce a text file
that can be imported to Excel and manipulated)
log M= ES
& Qo L1 9
Expart Frint Orclur by Find [ 81/2018 _[J/10,2400 IWI b =l
Date | Time | ser | Type | Euent | souwrcemamie | Recoramumeer | |
TS/ 20E 15:28:49 ——=u Trabged_po Puti-hages onder had bessen inalized: 511 11 4S3TOFCENZT1IEALSY El
EMS/2A0E 1Z215:37) b m— fnafized po Puichase order had besen finalized: 1761 11 A1FDESACADEDEAT..,
B/S/2006E 121557 bmw | S———— fnslized_po Puichase onder had besn finaized: 1704 11 BIEBE&AAZTCS2DAZ .
B/ 2MNE 131754 e T ——— Irssbaed_per Putchass onder bad beseer inakzed: 1023 11 ZFEAEISHE J0EEEAE.
Queryinflog) &
lﬂ .|.| Creste new sekection .|.| Recenk oueres lrl 46
244
Find: [loglevenit_tyre (=) fe =] Fraic=d_pn & D).
= i Doal ] 3 :::-
¥ entry_date .
P store 1D Cancel | Q'mﬂ 40
T cvent _ ez
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