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Training Handout: System Administration

3.02. Logging in
When mSupply starts you will be presented with the login window:

@ _©® Log-in

Q

1. Click on your name in the list 2. Enter your password

3. Choose store if available

Ceneral ﬂ

4. Check any messages

Using data file
Disk_of_diamond:Users:gary:mSupply_data:
382_new:Untitled.4dd

5. Click the OK button to proceed

ovr | (CKENE

This is the login window for when mSupply is started for the first time.

Username

Select your username from the list.

e Only users from your facility will be displayed. If the list is long, you can type the first few
characters of your username in the Search users field to shorten the list to usernames that
begin with what you have typed, sorted alphabetically.

e |f you're just opening mSupply for the first time after installing it, select user 1(pass= userl).
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e Each time it opens, mSupply will default to the user who last logged in.

Password

Enter your password. When this window opens, the focus is on the password field. This allows the user
who last logged in to be able to quickly log in again.

If using the user 1(pass= userl) name, type userl as the
password.

Store

Select the store you want to log in to from the drop-down list.

e Most mSupply users will only be able to access a single store. For users who have access to
more than one store, the login screen allows you to select any of the stores to which you have
access. Once you have logged in you can switch the store without logging out - see Switching
stores.

o After selecting the desired store, all transactions you process will relate to that store.

e Supervisors and other Level 1 users will have an additional menu item, Supervisor - All
stores. In this mode, all stores are accessible. You would use this mode, for example, when
placing an order for supplies that will be distributed to a number of stores or for reporting on
more than one store - see 26.07. Virtual stores.

e HIS - if you have enabled the Hospital Info System (HIS) in the user login permission settings,
and at least one licence is allocated to HIS (see HIS preferences), then you will also see //
Hospital Info System// in the list of stores. If you select this, the login mode automatically
changes to HIS mode.

In a synchronisation system (29.01. Introduction to Synchronisation) the user will see a list of all the
active stores they have permission to log into in this datafile.

Messages

View any messages that might be displayed.

Click OK

Finally, click OK to login. If login is successful you will be taken to the navigator screen.

As with all windows in mSupply, pressing the Enter key at
any point produces the same result as clicking on the
highlighted button, which, for this window, is the OK button.
This facilitates fast keyboard control.
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There are various options that can be set that cause a user to be taken to other
screens or shown other information after logging in successfully. For example,
Reminders or Invoices preferences.

Journal file

If one has not already been set up and if you are using a single user copy of mSupply, after logging in
you will be asked to select the location for the journal file. A good place is to put it in the same folder
as the datafile. You will only be asked to do this once.

The journal file is a place that mSupply records every database transaction that occurs after the last
backup. It is used for repairing a damaged datafile and for investigating some types of errors.

|// Previous: 3.01. The tutorial like no other||Next: 3.03. Opening the example data file //|

25.15. Managing users

About users, groups and templates

mSupply has a comprehensive system of controlling user access, allowing you to manage in fine
detail what each user can do and see in the system. You can manage users individually, in groups or a
mixture of both - whichever is most suitable for your situation.

User permissions are per-store, so a user can have different permissions when logged into different
stores.

If you have many users that need to have the same permissions (because they carry out the same
role, for example), User groups are for you; see the User groups section below for details on how to
use them.

You can also set user permissions using templates. These quickly enable you to set permissions for
usres using a preset selection of permissions. See the Permission templates section below for details.

Users and sync

A few points to remember if you are working with users on a synced system and with newer versions
of mSupply:

e Users are normally created and configured on the Legacy mSupply Central server. These
settings are then copied to remote sites when the store is transferred to the remote site.

e Normally, when these configuration settings are altered on the Legacy mSupply Central server
after a store has been migrated, the settings do not get synced to the remote site. It is now
possible to sync user permission settings across all stores that they have permission to log in
to, regardless of which site the store is on (on the Edit user > Login rights tab). This setting
defaults to ‘off’, and needs to be turned on every time a user is edited. See the Sync user
across all login stores checkbox section for more details.
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e Users can be created and edited on a Legacy mSupply remote site. Name details of any newly
created user on a remote site will sync back to the Legacy mSupply Central server. This is
primarily for the sake of reporting transactions. Any permission edits made on the remote site
will not sync back to the Legacy mSupply Central server.

e Users can not be created or permissions edited on mSupply Mobile (Deprecated) or Open

mSupply sites.

Adding and editing users and groups

User access is managed by choosing File > Edit users from the menus, or by choosing Admin >
Edit users in the Navigator. When clicking on this option you are presented with a list of current

users:

s
Hew Liser

User

User list...

Permission report

Job title

Pharmacy Assistant

mEupply mobile us
Deputy Chief Phan
Ag DHS

Depuly Secretary, I
Temporary staff (Ka
Assist. Medical Pro
Chief Pharmaast

Pharmacy Assistant
Temporary staff (Ta

temporary staft [Ke
miupply mobile us
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Diouble-click a user to edit details
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The list shows you the following information:

e User The user's name.
* Job title The user's job title, as entered on the details tab of the user's details form.
e Group The group the user belongs to. Will be blank of the user does not belong to a group.

e Active Checked if the user is allowed to login to the system.

To view groups rather than users, choose Groups from the Show Drop-down list at the top-right of
the window. The list changes slightly to look like this:
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@9 2 Group list...
e (= Show: | Groups a
Mew Group Report Q
Group Active

Administrators
Administrators (del)
Approver

General user
Initiatar
SouthEastzl
Testing

Users

Wiewers

Double-chick a user to edit details _

Now the list shows you slightly different information:

e Group The name of the group

e Active Checked if the group is active. If the group is active then all users in the group are
allowed to login to the system. If the group is inactive (checkbox unchecked), all users in the
group are inactive and are not allowed to login to the system.

Double-click a user (or group) to edit their details or delete them. Click the New User button to add a
new user (or the New group button to add a new group). Doing either will open the user details
window (described below - for a new user or group all the tabs are empty, for an existing user or
group the tabs are filled with their current settings)

Reports
When viewing either groups or users in the list you can different user reports by clicking on the
Reports button. When you do that a small submenu appears with the following options:

e Permission report: produces a report which shows all the permissions the selected
(highlighted) user or group has in all stores in the datafile. It looks like this:
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Store name

Nat Applicable
Mat Applicable
Abia Stabe CMS
Abla State CM5
Abia State CMS
Abia Stabe CHMS
Abla State CM5
Abia State CMS
Abia State CMS
Abla Stabe CMS
Abla State CM5
Abia State CMS
Abja State CM5
Abla State CMS
Abia State CMS
Abia Stabe CMS
Abla State CM5
Abla State CMS
Abia State CMS
Abia Stabe CM5
Abla State LM5
Abia State CMS
Abla Stabe CMS
Abla State CM5
Abia State CMS
Abia State CMS
Abla State CMS
Abla State CMS
Abis State CMS
Abia Stabe CMS5
Abla State CMS
Abia State CMS
Abia Stabe CMS
Abla State CM5
Abla State CM5

Parmission_report

Jrser

mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
MSURRlY Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mEupply Support
mSupply Support
mSupply Support
MSUpply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support
mSupply Support

1= a member of

Permission

User can: Login as Desktop user, 15 active: ¥
User can: Use the Dathboard, [§ active:
Create purchase orders

View purchase orders

Edit purchase orders

Dedele purchase orders

Wiew cost prices of stock

Edit & delete guotes

Manege drug intéraction groups
View and print labels

Enter inventory adjustments

Edit item names, codes and units
Wiew pricing information for items
View DDD information for tems
Create new guotes

Wiew goods received

Edit purchase order pricing

Edit item units list

Canfirm purchase orders

BEdit Inventory adjustrments
Finalise purchase ocrders

Create new items

Create B edit backorders
Addfedt goods received

Manage tenders

Create repacks or spit stock
Add [ edit departmants

Edit repacks

Create B edit tenders

Duplicate purchase orders

Add J edit currencies

Add f edit reminders

Add [ edit misc labels

Add f edit abbreviations

Add § edit wamings

» User stores report: produces a report which shows all the stores all the users in the datafile

can login to. It looks like this:

LEmeadl

Default Store

x o oo -

x 0O

oo

Can Login

As soon as you click on one of the options, the report is generated and opened in your spreadsheet

application.

User details window

If you want to change a user's permissions and find out that all their permissions are greyed out
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and uneditable then it means they are a member of a group. To edit their permissions separately
from the group, they must first be removed from the group:

e Edit the user, change the Is a member of drop down list to None, click OK (see below for
details).
e Open the user again and their permissions will be editable.

Refer to User groups below for more details. If the user is to remain part of the group then you
must change the group's permissions (see Editing a group below) but beware, this will change
the permissions for all users who belong to the group, not just the user you're interested in.

1 Edit user... x
User [Gryttindor

[ General Jpermissions Permasions (2) Permessions (3} Login rights Detals
B & meEfmbar 'JI Mn! & & & & User can

Pagsword ] Logm as Deskiop user
[] Use the Dashboard
i Receve email nosfications
Actve [ []  use web suthorisation sysiem
Can be responsie officer [ P .

User initials
Signahers

Englan

Lamgusps

o

LD

Login usng LO&P

LOAP login string

Ad Remove
Windows Usemame | Taos
License cate-gory | None -
User belongs bo  None
SiteFegnn
Deiele Canced oK

This window has several tabs, all described below.

General tab

Is a member of

Used to select the user group the user belongs to (see below). When the window loads, it displays the
group the user currently belongs to. It will show “None” if they are not a member of any group.
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Password

This text box will always appear empty when the window is loaded. It must be set for a new user. It
can be used here to change the password of an existing user. The @ character is not allowed in
usernames.

Confirm password

If something is entered in the Password textbox, then the same text must be entered in this textbox.
This step makes sure you set the password to what you think you're setting it to!

Active

If this checkbox is checked, then that user has permission to use the system, and their name will
appear in the login window. If this checkbox is unchecked the user will not be allowed to login to the
system and their name will not appear in the login window.

If you want to disable a user, perhaps because the staff member has left the organisation, then
they must be made 'inactive":

e Edit the user, uncheck the Active checkbox, click OK.

If the Active checkbox is greyed out, it is because they are a member of a group. You will need
to first remove them from the group before you can make them 'inactive':

¢ Edit the user, change the Is a member of to None
e Edit the user, uncheck the Active checkbox, click OK.

Of course, if the whole group of users needs to be made inactive then you can just uncheck the
Active checkbox for the group.

Can be responsible officer

If this checkbox is checked, the name of that user will appear for selection in the Responsible Officer
selector on the Transport Details tab of a Customer invoice.

User initials

User initials should be entered in this field.

Language

Allows you to select which language the user wants to use in mSupply. As of August 2020, supported
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languages are:

e English

French

e Lao

Spanish

Khmer

Portuguese (partially complete)

LDAP section

This section can be used to check a user's login credentials against an LDAP (Lightweight Directory
Access Protocol) server. If you are going to use LDAP you must fill in the server details in the General
Preferences, LDAP tab first.

e Login using LDAP: Check this if you want this user's login details to be checked against your
LDAP server. Means that you can have some users logging in normally and some being checked
against your LDAP server. Helpful if there's a delay in users being given LDAP credentials for
any reason.

e LDAP login string: Enter any string which has to be used with the LDAP login. Will be provided
by the LDAP administrator if required.

Windows username

The username the user logs into window systems with. Used to provide single-sign-on capability when
the user is logging in remotely to an mSupply client running on a Windows server.

License category

Used to select which user license category the user belongs to. This will contain a list of all user
categories currently set up in the datafile. See License management for details.

User belongs to State/Region

Used to select the name category 1 that the user belongs to. Only used in some customised versions
of mSupply.

Signature

Use to add or remove an image of a user's scanned signature for displaying on invoices for example

Tags
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https://docs.msupply.org.nz/preferences:general#ldap
https://docs.msupply.org.nz/preferences:general#ldap
https://docs.msupply.org.nz/admin:purging
https://docs.msupply.org.nz/names:name_categories

Last update: 2018/03/18

23:22 training:handouts:system_administration https://docs.msupply.org.nz/training:handouts:system_administration

Use to apply 'tags' to a user. These tags can then be used to control access to various features for
users according to the tag.

User Can:

Used to give the following controls to users:

Login as Desktop user

Use the Dashboard - this is necessary if you want the user to be able to see dashboards
Receive email notifications - this is necessary to enable reports to be emailed on a schedule to
a user or group of users. Multiple reports for a User will appear on different tabs of an excel
workbook. This needs to be configured by Sustainable Solutions, so get in touch if you're
interested and we'll set this up for you.

Use system - if checked the user can login to the remote authorisation web app as an
authoriser. See the 26.15. Remote authorisation page for details.

When a user is added to a group, the User can settings are set to those of the group i.e.
they are inherited from the group. However, the User can section is still editable for an
individual user - the settings are not controlled by the group after the user has been added
to it.

Permissions tabs

These are where you can set access to the many features and functions on a store-by-store basis for
each user or group. There are three Permissions tabs and each are shown in the screenshots below:
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Edit user
User mSupply Suppart Store:  General Warehouse [%]

Ceneral m Permissions (2) Permissions (3) MNotifications  Login rights  Dwetails  Dashboard

Ordering Admin

ﬂ'ﬁ.wpuﬂunarﬂm [ Create punchase arders B Add | edit users

) Delete purchase orders Confirm purchase orders 9 Access server administration

B Edvt purchase orders Create & eds backorders Edit autharivers

B0 Edst purchase order pricing [ Create new quotes Clane database

Marage tenders 0 Edin & delete guotes Edit periods and period schedules

@ Finalise purchase arders Duaplicate purchase orders Add/edit sync sites

B Aunhorise purchase orders Print purchase orders Edit imswrance praviders

Items Coods receiving

B Create new items B View ivventory adjustments iew goods received

B Viewitems Enter invertary adjustments B Addjedit goods receted

09 Edet inems & Edit Invemtary adyustments Authorise goods received

B Delete items [ view cost peices of stock Finalise goods recehvesd

Duphicate items Bk S '“'_d“ '“'_’ Ll Disallow adding an unordered item 1o a
{0 Veew DDD information far items Goads Recerved nobe

B Create repacks or split stock Manage item acoess Semchl

Edit repacks

) B Manage lecations Add | edit currencies

B View pricing infarmation lof items Maks Mem Inactive € Add | walit remindrs

g f:::::;:“ Edit item default price [ view and print labels

Al o o o I Modify sell and cost prices of existing stock B Add | edit mise labels

9 Add | edit master list £ Create and edit custom stock field value lsts Ak} et whirovintiens

' Add [ edit warmings
LonzoRAY Sk Modify danar om stack and transaction lnes Add [ edit prescribers

o Ve Add | edit transaction ca
i i g §
B Edit stock Manage drug interaction groups ] bl f el contacts
Supplier invoites with issued stock Tanders .. Merge prescribers
Update pack size, cost and sell price B Create & edit tenders Add and edit pptions

Add [ edit vaccinaines

All an Copy Deste Cancel Ok

Edit user
User |Admin Siofe:  Lagos distribution centre B
Ceneral Permissions Permissions (2} Permissions (3)  Open mSupply permissions Notifications  Login rights  Details Dashboard
Mames IFrvaices rrvnices
Create customer, supglier & manufacturer Create CusTamer Invoices B Authorise customes invoices
names
i B View customes invoices Authorise suplier imvaices
Wiew {ustomer, supplier & manufaCourer names {9 Edit customer invoices R -
Edit custoemer, supplier & manufacturer names & Create supplier invoices & Pack boxes
B Dulete rames View supphar Evolces Create supplier credits
[Edit supglier ifmeaices
@ Edit name codes {5 Edit comments on finalised irvoices Builds and bill of materials
[ Edit name charge code & view cost prices on builds
B Merge names Import suppliar mioss & Finalise builds
) Edit rame eategaries [ Dugplicate supplier & customer irvsioes view bill of materials
Edit bill af materials
Create & edit patient events & Finalise multiple invoices Bl itemns
B Add patients | rlml!ie mm-!ncflrm.ﬂcts 9 Echt buikd inems
Edit patient details Fimalise supplier irvaices
e 9 Finalise repacks Cash tramsactions
h
Add and edit insurance policies €3 Fimalise invendory adjustments g Ihhm e
. Cancel finalised imvaices B3 Receive cash
e L T [ Change transpartation dates on finalised Edit payment note field
Update master cods e
[ Edit user fields on finalised imoices Transfers
Wb interface [—
Edit web passwords [ Customer stocktakes. show internal Transfar goods s
8 Edit and web analysis columing by default Finalise stock transfers
e e [ Change irvvdlce category on finalised
INVOICE
Repar Primtin
3 G Retum stock from customer invoices i
B wanage reports Prifit duplicate packing slips
B0 Revert reports to eniginal & Return stock from supplier invoices [ Print duplicate custamer inveices
Bl View re Bl Overwrite total amownt in Bors
parts prescrip
All on Copy Delate cancel (N
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User |[Sussol

Edit user

General  Permissions  Permissions (2) m Motifications

Dacument managemsnt

Tenders

Upload tender document
Downdoad tender document
Delete tender dooument

Wirtual saores

Create new stores
Edin store details

Edit wisibility in stones
Edlit store credentials

Store . GHSC-PSM Haitl Warehouse

Login rights  Dewils Dashboard

Customer budgens
Addfimpart customer budgets

Edit/delete customer budgets

Cwotas REminders Regisiration
Upload quote dogument Edit and delete reminders assigned Add [edi registrations
o me
0 Downdoad quote document Change registration status
Dilete guate document Ll N
. I E
[+ Modify quotes entered by the supplier Send email ROURL S
{wia the webiibe) ﬂ Purge old records ﬂ Wirw reguisitions
Hemns Limes (Batches of Stock) Wiew log Create and edit requisaions
' Set start of year stock [ Administer finalised report type
Upload batch document Virapesit preflerames hmtie e
Download batch document Y, (9 Create customer invoices from
[ Delete batch document e L SIThaNS
o Backup data file
Supplier Hub
Stocktakes Yarcines .
Wiew and edit suppler hub details
Create stockiake Wiew temiperature breach configuration
Delete stocktake Wiew and edit vacgine vial mongor ASLEE
Add stechrake lines slatus View a55EL5
View stacktake lnes & view sensor derails

ﬂ Add fedit assets
Setup assets
Change asset status

Ediit stocktake lines Ediit sensor location

& Delete stocktake bnes

Replenishmants
Edit stocktake dates

Can be a worker
m Can awthorise replenishments
ﬂ Can finalise replenishments

Al on Copy Delete Cancel

Buttons on the Permissions tabs

Store

The Store drop down list allows you to select the store for which permissions are being displayed and
set on the current tab.

You can type in the drop down list. If you do this, when you click on the down arrow to open
it, you will only be shown stores in the list which start with what you typed. Or, if you prefix
it with the mSupply wildcard character, “@", you only see stores which contain what you
typed. Very helpful if you have many, many stores and want to find a specific one or group
of stores.

All on

The All on button turns on all the permissions on the current tab. There are exceptions to this for
safety reasons; the Update pack size, cost and sell price, Add/edit users and Access server
administration permissions on the Permissions tab are not turned on with the All on button.

Copy
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The Copy button copies the permission for this store to an internal clipboard. The following window
opens:

» » Copy permissions

Permission Labi
Permissicns omSupply permissions
Permissions (21

Permissions ()

Stones Selected

Dvug Registration
Gryflimdar Diserict S1ane
Hagwarts Dispeiify
HuMepul Health Centre
Shytherin Health Centre
Supervisor- Al stores

el ) (KD

1. In the Permission tabs section, select which tabs you want to copy the permissions from by
checking their checkboxes.

2. In the table, select the stores you want to paste the permissions of the current store to by
checking them in the Selected column.

3. Click the OK button to copy the selected permissions tabs of the current store to the selected
stores. Click the Cancel button to close the window without doing anything.

Permissions

Most of the permissions are self explanatory. Those that need more explanation are given below:

Permission Details

Permissions Tab

If not checked the user is not able to view the current stock list (see the
4.15. Show items with stock page), view the Stock tab of an item's details
window (see the 4.01.05. Items - Stock tab page), not able to view
stocktakes (see the 4.17. Stocktakes page) or view any reports in the Stock
View stock and items section on the Reports tab of the Navigator (see the 13.02. Stock
and items reports page). If this permission is checked then they can do all
these things unless they are prevented by not having other permissions e.g.
if a user has this permission but they do not have the View stocktakes
permission then they will still not be able to access Stocktakes.
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Permission

Details

Update pack size, cost
and sell price

If checked the user is able to edit the pack size, cost and sell price of
supplier invoice lines that have already had stock issued from them,
provided that the SI has not been finalised. See the 7.01. Supplier invoices
page for details.

Add/edit users

To prevent you being locked out of your datafile permanently, mSupply will
not allow you to turn off this preference for the first 2 users which already
exist when you open mSupply for the first time. You should always treat
these users as admin users.

Access server
administration

If this is checked the user will be able to access the server administration
windows, as described on the 25.13. mSupply server administration page.
Only assign this permission to users who really know what they are doing!

Add/edit sync sites

If checked the user is able to edit site settings in a synchronisation system
(see the 29.02. Synchronisation Sites page for details). This includes being
able to use the sync site wizard (29.03. Sync Site Wizard (Superseded)).

Disallow adding an
unordered item to a
Goods Received note

If checked the user is not able to add items to a goods received note that
are not included on a purchase order (see the 7.02. Goods receipts page for
details)

Permissions (2) Tab

Add patients

If checked, the user can add new patients into the system

Edit patient details

If checked, the user can edit the details of patients already entered into the
system. Of course, this means they can also view the details of patients in
the system

View patients

If checked, the user can view patients' details in the system. If not checked
then the user will not be able to see any patient details.

Change transportation
dates on finalised
invoice

If checked, the user can edit the Order written date, Order received
date, Expected arrival date, Actual arrival date and Ship date fields
on the Transport details tab of finalised customer invoices

Edit user fields on
finalised invoices

The user fields are the 4 custom transaction fields that can be enabled in the
preferences - see Invoices Preferences for details. If this is enabled the user
can edit the contents of these fields on transactions that have already been
finalised

Change invoice
category on finalised
invoice

If checked the user can edit the transaction category of invoices (customer,
supplier and inventory adjustments)

Transfer goods
between stores

If checked the user can create a customer invoice with a store as the
customer (i.e create a stock transfer)

Finalise stock transfers

If checked the user can finalise a customer invoice where the customer is
another store (i.e. a stock transfer)

Return stock from
supplier invoices

If checked a Return selected lines button will appear for the user on finalised
supplier invoices, allowing them to return the goods on the invoice. See the
9.01. Returning goods section for details

Return stock from
customer invoices

If checked a Return selected lines button will appear for the user on finalised
customer invoices, allowing them to return the goods on the invoice. See the
9.02. Receiving goods back from a customer section for details

Pack boxes

If checked the user is allowed to manage boxes and assign stock to boxes on
a customer invoice, even if the user does not have the Edit customer
invoices permission. See the 8.06. Box management page for details

Permissions (3) Tab
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Permission

Details

Edit stocktake dates

If checked the user can edit the Stock take date field at the top of a
stocktake and the confirmed date of inventory adjustments created from the
stocktake (see Creating a new stocktake) for details

Edit store details

If checked the user can edit the store details and preferences, including
using the bulk store preferences editor.

Edit visibility in stores

If checked the user can edit the visibility of names and items in different
stores. If it is unchecked they can't - either in the Store tab of a name or
item's details window or the Visibility tab of a store's details window (in fact,
the Visibility tab won't even be visible for them)

Add/import customer
budgets

If this is checked the user can import or add budgets for a customer, if
unchecked they cannot

View temperature
breach configurations

If checked, the user can view temperature breach configurations in the
vaccine/cold chain module. See the 20.01. Vaccine Vial Monitoring (VVM)
page for details. Temperature breach configurations can only be edited in
the Cold chain app or in mSupply mobile.

View and edit vaccine
vial monitor status

If checked, the user can view and edit the statuses that vaccine vial
monitors have. See the 20.01. Vaccine Vial Monitoring (VVM) page for
details.

View sensor details

If checked the user can view temperature sensor details. See the 20.03. Cold
Chain App Notifications page for details.

Edit sensor location

If checked the user can edit the warehouse location attached to a sensor.
See the 20.03. Cold Chain App Notifications page for details.

Edit/delete customer
budgets

If this is checked the user can edit or delete budgets for a customer, if
unchecked they cannot

Create customer
invoices from

If this is checked the user can create customer invoice from the Create
customer invoice button on requisitions. You can use this in conjunction with
the Create customer invoices permission on the Permissions (2) tab to

requisitions force all distribution to be carried out from requisitions.
. If this is checked, the user is allowed to search the assets in the system and
View assets . )
see their details
Add/edit assets If this is checked, the user can also change the details of assets

Setup assets

If this is checked a user can manage the setup of assets e.g. add or edit
asset statuses, conditions, properties etc. (see the assets setup page for
details of the various setup options)

Change asset status

If checked, the user can make an asset's proposed status its current status.

Notifications tab

On this tab, you determine what notifications (alerts) a user will see, and when they will see them:
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Edit user
User Admin Srore:  Lagos distribution centre a8
General Permissions Permissions (2) Permissions (3} Open m3upply permissions Login rights Details Dashboard
AlerT Typse 15 enabled

Expiring items

Owerstocked iems

Understocked items

Pendireg supplier invoies - sTatus “nw”
Pemding customer reguisitions - sfatus “sg”
Pending cusiomer ifvdices - STAtus “rw" or “5g”
Fendineg customer credits = status “my” or “5g°
Owverdue purchase arders

Dwerdue stockiake

CJefeo e oo e

POP Up SWENS
Show motification window on login

Show coldchain breach aens

cose  cucol (D

To enable a particular alert type for a user simply check the checkbox in the Is enabled column. Any
alert type that has its Is enabled checkbox unchecked will not be displayed for a user.

Show notifications window on login: If this is checked, as soon as a user logs in, the notifications
window (displaying all the notifications they have selected in the table above), will be displayed for
them. If this is unchecked, the notifications window will only be shown when the user clicks on the
notifications icon on the Navigator:

mSupply navigator
%
= _
:| = Off0
m Reparts Special Admin @

-
-
-
Transaction

Customers Cateqories

= a @ s

Please note that the notifications displayed realte only to the store that the user is logged in to.

Show cold chain breach alerts: If this is checked the user will see temperature breach alerts (in
the store in the Store drop down list above the table - this is a per store permission) passed to
mSupply by the cold chain app (see https://docs.msupply.foundation/coldchain/introduction/ for
details). If this is not checked then a user will not see temperature breach alerts that occur in this
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store. Please note that a user must have login rights to a store to be able to see breach alerts,
whether this permission is turned on or not.

Open mSupply permissions tab

Edit user

User miSupply Suppor Store:  Central Contraceptives Warehouse B
Ceneral Permissions Permissions (2} Permissions (3) Open mSupply permissions  Motifications  Login rights  Details Dashboard
fibermal Order Progiam permiision

Can confirm Internal Order as Sent Togghe view Togghe edit

Program Vi Edit
ARl ALcess

) Cold chain AP access

Agman

F Can modify central data

All an Gopy Dalebe Cancel L

This tab contains permissions that only affect Open mSupply users. Currently Open mSupply must
connect to an existing mSupply server, which takes care of the authentication and synchronisation.
Soon, when we've re-written the central synchronisation server in Open mSupply, there will be no
need for this tab. Until then, permissions that only apply to users of Open mSupply will appear on this
tab.

This tab is included in the permissions copying functionality of the Copy button at the bottom of the
window (see the Buttons on the permissions tabs section for details).

Permission Details
Can confirm internal If checked then the user can Finalise an internal order in mSupply terms or
order as sent Send it in Open mSupply terminology.

If checked then the username and password of this user can be used to
access the cold chain REST API built into Open mSupply.

Can modify central If checked then the user can edit settings that are counted as central data in
data Open mSupply e.g. demographics indicators.

Cold chain API access
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Permission Details

This section is used to define which programs this user is allowed to view or
edit data for. The table will contain a list of all the Open mSupply programs
that have been setup in the datafile and there will be checkboxes for each in
the View and Edit columns.

Click on the appropriate checkboxes to check them and give the user the

Program permissions  |appropriate permissions.
The Toggle view and Toggle edit buttons check or uncheck all the
checkboxes in the View and Edit columns respectively.

If the list of programs is long you can type something in the Search
programs box to make the list display programs that contain what you typed
only.

Login rights tab

On this tab you set which stores the user can login to:

Edit user
User mSupply Support

Ceneral Permissions Permissions (2) Permissions (3} Open mSupply permissions Motifications  Login rights Details Dashboard

Complex search Topgle all in selection
Name Is disabled Deefault store Can login
Hospital lalo System
Regastration
Swpervisar- All stores ,ﬂ
Test store

Sync user agross all login stones

cowe  Cocol (D
. d

If there are too many stores in the list, you can restrict the display by typing in the Search stores text
box: only stores with names starting with what you type will be displayed.

If you need a more complex type of search then click on the Complex search button and this filter
window will open (you will recognise it as very similar to the customer or supplier search window):
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Show stores...

Noomal Fuzzy
Warme filver
Mame B contains al
and B Categoryl B is ¥
and B Customer group is  Don't Care 2]
Search,..
0 Al names Manufacturers

Donors
Customers

Suppliers

Exchude hidden names

Complex Find Cancel . Fina

Make your filter selections as required, click on the Find button and only the stores which match the
filters you have set will be displayed in the table.

The Toggle all in selection button turns on (checks) all the Can login checkboxes for all the stores
shown in the list. Clicking it again will turn them off.

The Is disabled column indicates whether a store is disabled or not and can't be edited.

You can check one box in the Default store column - this will be the store the user is offered by
default every time they login or switch stores.

In the Can login column you can check the box for each store the user is allowed to login to. All the
stores in your mSupply datafile are displayed here in alphabetical order. Please note:

e The “Drug Registration” store is a special store used for the mSupply medicine registration
functionality. See Registration for more details. Checking this box will allow the user to login to
the Registration module.

e The “Hospital Info System” is another special store used for mSupply's built-in Hospital
Information system. See here for more details. Checking this box will allow the user to login to
the HIS module.

e “Supervisor - All stores” stores is a special mode to allow users to view information in and run
reports over multiple stores. See here for more information.

Sync user across all login stores checkbox

This checkbox is only displayed if the user is logged into the primary server in a synchronisation
system.

If this checkbox is checked, when the OK button is clicked then the user's details, including their
permissions (or group membership and group permissions if they are part of a group) and their store
login permissions, are synchronised to all the stores that the user is allowed to login to, whichever
sites those stores are Active on.

In this way, an administrator in a synchronisation system is able to edit user permissions and settings
centrally and have them automatically synchronised to all relevant sites, rather than having to log in
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remotely to those sites and configure permissions locally.

As you can imagine, this is a powerful feature and can have unintended consequences so be careful
when using it!

Sync user across all login stores will NOT propagate user
or group deletion to remote sites.

Deleting a user or group on remote sites can only be done by
manually logging in to those sites and editing the users or
groups there (or, if really necessary, by execution of custom
code on the central server that will propagate these
changes. Contact support@msupply.foundation for
assistance with that).

Details tab

User [Kekela

General | Permizsions | Fermissians (2] | Permissions 3 | Log-on modes| Cetails

Full name

First name [ Last name | Date of barth |00/00,00
Dakes

Date created [10/11/2008 Diate [eft [00,00,00

Contact details

Address 1 | Prone 1 E-mail |

Address 2 | Pone 2 | lob title [

Supplier invgices with issued stock
Can update pack size, cost and sell price

Here some personal details including job title, address and email address of the user can be recorded.
The job title will appear in the Job title column in the list of users and the email address is used when
using email functionality or other special functions in mSupply.

Other than that, these fields are for reference only, providing a handy place to record information
about your system users.
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Dashboard tab

Edit user...

User wier 1 (pass= userl)

General Permissions Fermissions (2) Permissions (3] Lagim rights Details m

Available Chosen

o

Delete Cancel

On this tab you set which dashboard tabs will appear on the dashboard when the user logs into it. Of
course, you have to set up the dashboard tabs before you can assign them to a user's dashboard. See
Dashboard for instructions on doing that.

Once the dashboard tabs have been setup, they will appear in the Available column of this tab. You
can see the “Test_tab” in the screenshot above. Anything in the Chosen column will be displayed on
the user's dashboard. So, to make a dashboard tab appear on the user's dashboard, select it in the
Available column and click on the >> icon to move the tab into the Chosen column. And to remove a
dashboard tab from the user's dashboard, simply select it in the Chosen column and click on the <<
icon to move it back into the Available column.

Create a new user

To create a new user do this:

Go to File > Edit users... and click on the New user button

Enter the user name

Assign a password

Enter the password again in the Confirm password text box

Go to the permissions tabs and set up permissions (3 tabs) OR select which group the user is to
belong to using the Is a member of drop down list on the General tab (you must do one of these

Uik wNh -
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because you'll have noticed that when you create a new user they have absolutely no
permissions at all!)

Go to the Login rights tab and set the stores the user can login to.

Click OK when you're done.

The user should now be able to log in.

After the user logs in, they may want to change their password.

©° 0o~ o

Delete a user or group

To delete a user do this:

1. Go to File > Edit users...
2. Double-click the name of the user or group you want to delete in the list
3. Click on the Delete button on the bottom of the edit user window that opens

Note that you won't be able to delete a group that has users belonging to it. If you really want to
delete the group, remove all users from the group first by editing their Is a member of fields.

User groups

mSupply allows for a high granularity of user permission configuration. There are literally hundreds of
user permissions possible for each store in an mSupply system. User groups assist with management
of these user permissions.

¢ Users can be configured to:
o Log in to particular stores
o Have a range of general user permissions such as access to the dashboard
e Users can also be configured to have permission to view or edit data while logged in to
particular stores.
e If users are a member of a group, then permission to view or edit data while logged in to
particular stores is governed by the group membership.

A user can have permission to view or edit data while logged
in to a particular store, either directly or through
membership of a group. If you want the user to exercise
these permissions then they will also need to have

a2

permission to log in to the store =

This can be very helpful if you have a common set of
permissions that you want a class of users to have, and this
class of user exists in hundreds of stores. For example, the
position and duties of the Officer in Charge (OIC) will often be
common to all stores. However, you don't want the OIC of
one store being able to exercise those same permissions in
the 'wrong' store. To achieve this, you can:

1. Log in to one store and configure an OIC group with all
the necessary OIC permissions
2. Copy and paste these permissions to every relevant
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store

3. Create an OIC user for each store, make them a
member of the OIC group

4. Configure them to be able to have login rights to only
the store in which you want them to exercise these
permissions

Adding a group

Show the list of groups by opening the “Edit user” window and then choosing “Groups” from the
“Show” Drop-down menu

anon Group list...

.._F.

New group  Permission repon

—
f_"l Ehow | Groups
| J

Croup AlTive
Managers

Double-click a user to edit details

To add a group, click the Add Group button. You will be shown a window where you add the group
name. You then set permissions for the group in the same way as you set permissions for a user
(above):
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Add new groups...

[ Group name |Managers )

r_-‘ Permisssons | Permessions (20 Permessions (30 Log-on modes
15 a member af
Password
Confirm Password

Signature
ACTne

Can be responsible oficer

User Imitials

Language | English
LDwP
Login using LDAF

LDAP login siring

Cancel | OK |

You will only be able to set checkboxes which can have
different settings in different stores. Anything that is not a
checkbox and or any checkbox that applies across all stores
cannot be set in a group's permissions (another way of
saying this is that they cannot be controlled by a group).
These items will all be disabled when creating or editing a
group and are editable in the individual users' permissions
only.

Editing a group

First, show the list of groups by opening the “Edit user” window and then choosing “Groups” from the
“Show” Drop-down menu:
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(- NaNa Group list...

== f="| EBhow | Groups
— —
New group  Permission report

Croup Altive
Managers

Double-click a user to edit details

Then double click on a group in the list. The same window as for adding a group opens but it is
populated with the group's current settings. Change these settings as described for a new group
above and click on the OK button to save them.

Active users and groups

All permissions and most checkbox settings in a user settings are controlled by the group. One
exception is login rights to different stores (managed for each user individually). Another exception is
whether a user is active or not (active means that they are allowed to login to mSupply). By default,
the active status of a group does not set the active status of all users in the group to match. However,
you can make all users in a group inactive by editing the group and clicking on the Update status
for all members button:
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Edit group
Group name  Adminasirators

Permissions Permissions (2} Permissions (3) Open mSupply permissions  Motifications
§ & mam ber of Liser can

Padiword a Login ai Deiktop user
Use 1he Dashboard

Confirm Fassword
Receive emall naifications

Artive [ Update status for all members J Use il Juthorisation system
Can be respansibée officer
User Initials
- Sigmature
Language Emglish <]

LDMAR
Login wsing LDAP

LDWP |ogin string

License category  Mone

User balangs 16 Statef Mops
Region

When you click on the Active checkbox for a group it does nothing except changee the state of the
checkbox. However, when you click on the Update status for all members button, all members of
the group have their Active status set to that of the checkbox in this group.

Using groups

Groups are a quick way of setting and managing permissions for many people at a time. Users
belonging to a group take the permissions of that group: when a user is a member of a group you
cannot edit their permissions directly, you must edit the group's permissions. And if you edit the
group's permissions, you edit the permissions for every user in the group. To assign a user to a group,
do the following:

1. Go to File > Edit users

2. Double click on the user you want to edit

3. On the general tab of the window which opens, use the Is a member of drop down list to select
the group the user is to belong to:
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Edit user...

Liser Juserl

1_ ! Permissions Permissions (2] Permissions (3] Log-on modes Details

Is a member of | None

Passward

Confirm Passward
Signature

Active [
Can be responsible officer
User Initials

Language | English
LDap
Login using LDWP

LDAF login string
Add Remove

Delete Cancel | oK

4. Click on the OK button to save you changes.
Permission templates

Permission templates are pre-set selections of permissions that you can select for individual users or
a group. They give you a quick way of setting all the permissions for a user or group in a particular
store. The permissions can be edited after setting, they are not controlled by the template (like they
are by a group).

Using permission templates
To use a template you must be creating or editing a user who is not part of a group or creating or

editing a group.

Using a new user who is not part of a group as an example (but the same methodology applies for
existing users or new and existing groups), go to the Permissions, Permissions (2), Permissions (3) or
Open mSupply permissions tabs and you will see a User permissions template at the bottom:
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User [Test

General Permissions  Permissions (2)

Add new users

S'burz:[:& neral stare

g

Permissions (3) Open m3upply permissions  Notifications  Login rights  Details

Ordering Admin
Wiew purchase orders Create purchase arders Audd | edit users
Delete purchase crders Confirm purchase crders Access server administration
Edit purchase orders Create & edit backorders Edit authorisers
Edit purchase arder pricing Create naw quotes Flene databise
Manage tenders Edit & delete guotes Edit perigds and period schedules
Finalise purchase orders Duplicate purchase oroers Add /edit syne sites
Autharise purchase orders Pring purchase crders Editl insurance providers
Rems Goods receiving
Create new items Wiew inventory adjustments View goods received
Wiew iTems Enter imventary adjustments Add fedit goods received
Edit ems Edit Imventory adjustments HAwthorise goods receiwed
Delete inems Wiew cost: prices of siock fimalive goods received
Duplicate items Edit ftem names, codes and units Allow adding an unordered tem to 2 goods
Crexne repacks or splie s1ock Wiew DOD information far items received note
Mardge item socess Special

Edin repacks

View pricing imformaticn for ems

Edig item unmits list
Mirge two items

Add | edit departments
Add [ edit masoer list

Manage lecations.

Make mem inactive

Edin item defawlt price

Modify sell and cast prices of existing stock

Create and edit custom stock field value lists

dd | edin currencies
Add | edit reminders
View and print |abels
Add | edit misc bels
Add [ edit abbreviatians
Add [ edin warnings

Ewm:::- . Modify domor on stock and transactéon lines Add | edit presribers
Wiew 5 N . .
. . Add | edit transaction categories
k Manage disg iNLErsCrion graugs
| e e e Add | edit contacts
Supplier inveices with Bsued stock Tenders Merge prescribers

Add and edit options
Add | edit vaccinators

Uipdate pack size, cost and sell price Create & edit tenders

All on Copy [ User permissions template ] Cancel

Click on the button and the template selection window will open:

User permissions template

Chonse a template

Central bevel - Procurement

Central bevel - Systerm Admins & Suppon
Cenrral bavel - Viewer & Reporter
Health Facility - Stone Superdsor
Health Facility - Store user Dimiged)
Haspital - Nurse

Haspital - Pharmacy Manager
Haspital = Store Supevisor
Warehouse = Floor user (emited)
‘Warehouse Admanistrators
Warehouse Manager

Warehouse Supervisor

L cancel | (D

If the template list is long, type something in the Type here to search field and only those templates
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which contain what you have typed will show in the list.

Click on the template you want to use for the user's permissions and click on the OK button. The
user's permissions on the Permissions, Permissions (2), Permissions (3) and Open mSupply
permissions tabs, regardless of which tab you clicked the User permissions template button on,
are set to those contained in the template for the store which is selected in the Store drop-down list

ONLY:

User Test

Add new users

Store: General store

General Permissions Permissions (2) Permissions (3)  Open m3upply permissions  Notifications  Login ghts  Details

Owdering
Wiew purchase orders
Deelete purchase orders
Edit purchase orders
Ediit purchase order pricing
Bunage 1enders
Fimalise purchase orders
Authorize purchase cnders
Items

Create mew itemi

Create purchase arders

Confiremn purchase orders
Create & adit backorders

Create new quotes

Edit & delete guotes
Duplicate purchase orders
Print purchase orders

Wi irmentory adjusiments

Admin
Add | edif users
Access server admindstration
Edit autharisers
Clone database
[Edit periads and period schedules
Add/edit sync sibes
[Edit inswrance providers
Coods receiing
View goods recened

View items Enter inventery adjastments Addfedit goods received
Ediit items Editt Irwembory adpustments Authorise goods received
Dalete lsns Wit cost prices of stock Finalise goods recetved
Duplicate iems Edit item names, codes and units Allow adding an wnordered item to a goods

Create repacks or 5plis stock

Edit repacks
View pricing information far items

[ Edit ivem units list
Mierge bad ibEmd

Add | edit departments
Add | edit masier list

Consolidate stk

View ok

Edit sock

Supplier Ewoices with issued stock

Update pack size, cost and sedl price

) Veew DDD information for items
Manage item access

Manage lecations
Make inem inative
Edit item default price

Madily 1ell and et prices of existing 1otk
Create and edit custom stock field valwe lists

Madify domor on stock and transaction lines
Manage drsg evterattion groups

Tenders
Create & edit tenders

recened note
Special
Add [ edst currencies
Bdd [ edit reminders
View and print labels
Add [ edit misc labels
Add [ edet abbreviations
Add | edit warnings
Add | edit prescribers
Add [ edin ransaction categornies
Add | edit eontacs
Merge prescribers
Add and sdiit options

Add [ edit vaccinators

Cancal

All on Copy User permissions template

You can now repeat this process for assigning permissions in other stores for this user/group by
selecting the appropriate store in the Store drop-down list before clicking on the User permissions
template button.

The permissions can still be manually edited by clicking on them if desired.

When you have finished setting permissions for the user or group, click on the OK button to save the
permissions.

Using your own permission templates

The example above showed using system defined permission templates. You can create your own and
use those instead.

Your own templates are created as user group permission reports which you then load into a user's
permissions. To do this, follow these steps:
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1. Create a user group which has the permissions you require as a template set on the
Permissions, Permissions (2), Permissions (3) and Open mSupply permissions tabs (see the User
groups section above for instructions on how to do this)

2. View the list of user groups (see the Adding and editing users and groups section above for
instructions on how to do this)

3. Run a Permission report for that group (see the Reports section above for instructions on how to
do this)

4. Save the report as a . csv file from your spreadsheet application

5. Now create or edit the user to which you want to apply these permissions to (double-click it in
the list of users)

6. Click on the Permissions, Permissions (2), Permissions (3) or Open mSupply permissions tab and
select the store you want to set tyhte permissions for in the Store drop-down list in the top
right corner of the window.

7. Hold down the Shift key on the keyboard and click on the User permissions template button
at the bottom of the screen

8. A file selection window will appear. Navigate to the csv file you saved in step 4 above, select it
and click on the Open button

9. The user template selection window will open with only one entry in the table. The entry has the
name of the group you ran the permissions report for in step 3. Select that entry and click on
the OK button

10. The user permissions for all the tabs are loaded from the file and you see them set in the user's
details window

11. You can further edit these permissions if you wish or copy them to other stores (using the Copy
button at the bottom of the window). When you are finished, click on the OK button on the user
details window to save the permissions

User license categories

A menu item on the Special menu of the navigator gives access to a form to view and edit user
license categories, including the number of users belonging to them that can be logged in at any one
time. A DDL on the user input form allows a user to be assigned to a category and a new permission
covers the ability to edit these license categories and membership of them. Finally, a check on the OK
button of the login form will check that there are less than the maximum users belonging to the
license category the user belongs to already logged in.

// Previous: 25.14. mSupply deployment||Next: 25.16. Show connected users //|

25.19. The system log

The log contains records of who did what and when in the system. It's a useful place to look to find
out what happened to certain records and when certain things were done. Some events (lots!) are
always logged by mSupply but some are optional and are chosen in the Log tab of the General
preferences page.

To view the log, choose View log... from the Special menu. You will be shown all today's log entries
when the window loads:
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The columns contain this information:

e Date: the date when the log entry was made.

e Time: the time the log entry was made.

¢ User: the name of the user who did the operation giving rise to the log entry.

e Type: the type of log entry. Can be used for filtering or just telling you which part of the system
generated the log entry.

Event: a description of the event that occurred.

Source table: the name of the table that contains the affected record (if there is one).
Record ID: if there was one, the ID of the record in the database that was affected by the
event.

Extra information: detailed information about what happened in the event in JSON format.
Not always provided.

Store name: the name of the store that the event occurred in.

Buttons in the window:

e Export Export the log to a tab delimited text file. You can then import this into other
applications (such as a spreadsheet application) for editing and printing.

Print Prints the displayed list of log entries on your printer.

Order by Sort the log by something than the default date/time order.

Find Search for particular records in the log.

¢ OK Close the window.

Double-clicking a log entry in the list will bring up a read-only window showing the full log details:
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L ] L ] Show log...

Date: | 2400072023 View data
Time: 092217
User: mSupply Sspport
Log I0; ETARF4ARITRGACOI 4 105E0E
Eecord I0:  JEFADCOBED 1 G4 FE5ASE I03FTI
Copy ID 1z Clipksoard
Event type: login
Evesl: store: Min wirehouse,

Cunrent users. Simgle
User

Date: The date the log entry was created

Time: The time the log entry was created

User: The name of the user whoi did the action that resulted in the log entry

Log ID: The ID of thelog entry in the database

Record ID: The ID of the record the log entry relates to e.g. the transaction that was edited
Copy ID to Clipboard button: On click, copies the Record ID value to the Clipboard so you
can poaste it somewhere else

Event type: The type of the event that occurred. Used for filtering

Event: Description of the event that occurred

e View Data button: On click, if the log entry has additional JSON information, it is displayed in
the large panel below the button.

Dates

If you want to see log records that were generated over a different period then manually edit the
dates in the From and To boxes as required or choose one of the many quick-select options in the
drop down list to automatically set them (Today is selected by default):
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Event types

(Tody |

Yesterday

This week

last week

This menth

Previous menth

Two Months ago

This quarter

Previous quarter

This year

This month last year
Previous month last year
This quarter last year
Previous quarter last year
This half year

Previous half year

Last year

2015

2014

2013

Additionally, you can choose to show only certain types of event which occurred in the period you
have selected. To do that, select one of the entries in the final drop down list on the right hand side

(All is selected by default):

Custom query

Admin

Backup completed

Build created

Invoice created

Customer invoice created
Customer invoice line created
Customer invoice line deleted

Invoice created from goods received note

Customer invoice import
Customer stock history

Drug registration

Drug registration files

Goods received line edited
Inventory adjustments

Mames created

Mames merged

Purchase order created

Quote created

Quote preferred status turnmed off
EMS error

Stock take line created

Stock take line created manually
Supplier invoice line created
Version

Logins

If you are looking for log records that are not in the list of common event types described above, you
will need to create a custom query. For example, to find a report of all the finalized POs this year:
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1. Set the date / time period

2. Click on Find

3. Click on the small right arrow to the right of the first field box

4. Select the data type that you are looking for. In this case, we are looking for the event type

5. Type in the particular event type that we are looking for. In this case, we are looking for the
finalized po

6. Click on Query

7. Once you are happy with the included results, click on Print (or Export to produce a text file
that can be imported to Excel and manipulated)

ug M= 3

(3]

"9

| -
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|// Previous: 25.18. Label printer hardware setup||Next: 25.20. Server troubleshooting //|
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